HacTtpownka web-uHtepdenca 3G/4G USB mogema Huawei E3372h
B poyTepax Kroks
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B poyTtepax Kroks ycTaHOBNEH BbLICOKOCKOPOCTHOM Mogem Huawei E3372h, nossonstomi
npuHMUMaTb AaHHble Ha ckopoctv go 100 Mowut/c npu pabote B cetsax LTE. Mogem sBnsetcsa
MynbTUCTaHAAPTHLIM YCTPOMNCTBOM — NPW OTCYTCTBUM NOKPbITUSA 4G MOAEM aBTOMATUYECKU NepenaeT Ha
paboty B cetn 3G (HSPA+) unu 2G (EDGE, GPRS).

Mogem Huawei E3372h nmeet Beb-nHTEepdeic, a ynpaBneHne coeanHeHMeM C MOBUNBHON CETbio
BeJeTCa CpeacTBaMu OnepaumoHHOW CUCTEMbl, BCTpoeHHoM B Moaem. Mopgem ycTaHaBnvBaeT
coeanHeHue c ceTblo VIHTepHeT aBToMaTU4eCcKW, a ANga yrnpaBneHus HacTpolkamn mogema ecTb web-
nHTepgenc.

BHumaHue! Mogem nonHOCTLIO HACTPOEH U rOTOB K paboTe ¢ ucnonb3oBaHuem SIM-kapT
nwboro onepatopa cotoBou cBA3u (bunanH, MTC, MeracpoH, Tele2, Poctenekom). NMpocTto
yctaHoBuTe SIM-KapTy B CNOT MoaemMa u 3atem, nogkntoumnte mogem K USB nopty Bawero [MK,
HOyTOyKa unm poyrepa.

1. ABTOPU3ALA B WEB-UHTEP®EWUCE MOLEMA

1.1. MoakntounTe Baw poyTep ¢ ycTaHoBneHHsIM USB mogemom k MK.

1.2. lns HacTponknm mogema, OoTkpowTe obospeBartenb uHTepHeTa (bpaysep), Hanpumep, Google
Chrome.

1.3. B agpecHon ctpoke 6pay3sepa HabepuTe IP-agpec Bawero mogema: http://192.168.8.1 n HaxmuTe
knaesuwy Enter (BBoa AaaHHbIX), (PucyHok A1).

1.4. Ha rnaBHoOW cTpaHuue web-nHTepdenca mogema otobpaxaeTcsi ypoBEeHb CurHana, onepartop
COTOBOW CBSI3U, CTaHAAPT CBSA3M M NapamMeTpbl TEKYLLEr0 COeaNHEHUS.

@ He zawmuweHo | 192.168.8.1/html/home.htr

Pycckwit v | Cnpaska

g'é HUAWEI MegaFon 4G-LTE il T4

Cratuctuka SMS Kontaktel : USSD Moaudmkaumm Hactpowku Ewe

g @ Mera®oH
‘[][]@I MoakntoyeHo
HacTpoWku noaknoYeHus
4G-LTE ﬁ

Tekyuiee coeguHeHne

Moit Homep: +79 9
Mony4eHo/OTnpaBnexo: 459K5/ 228 KB
NPOAONKHTENLHOCTD: 00:00:38

CKOpOCTb 3arpy3ku/nepenayn: 0 Guric! 0 Guric
Makc. CKopocTb 3arp./nepeq.: 15 MGuric | 5 MGut/c

PucyHok A1 — NHTepderic USB mogema



http://192.168.8.1/

3

2. HACTPOUKA WEB UHTEP®EWUCA MOLEMA

2.1. HacTtpowka MOBGUNILHOro coeauHEeHuUsA

2.1.1. Bongute B meHio Hactpownkm un Bbibepute pasgen «KommyTtupyemoe coeguHeHuex». Bo
Bkragke «MobunbHoe coeanHeHune» (PucyHok A2)

2.1.2. YcTaHOBMTE NapaMeTpbl U PEXNMbI COeQUHEHNS, BbIOpaB:

- PeXUM NOAKMNOYEHUA (aBTOMATUYECKUIN NN PYYHON);

- €Cnn HeT HeobxoAMMOCTM B UCMOMb30BaHMU MOOUIBHOM NepeAayvun AaHHbIX, OTKIIOYUTE CeTeBOE
coeguHeHMe, HaxaB KHOMKy «BbiknounTtby». [locnegyouiee noacoedvHeHWe K MODUNBHOW ceTu
HeobxoaMMo ByoeT NPou3BECTU BPYYHYHO, HaXaB KHOMKY « BKnounTby;

- YCTaHOBWTE 3anpeT WUIu paspeLleHne Ha nepeaayvy AaHHbIX B POYMUHre

- UHTepBas aBTOMaTU4eCKOro oTKIIKO4YeHUs1 MoAeMa Npu OTCYTCTBMM CETU UK CETEBOTO Tpadmka.

Pyccruit v | Cnpaska

gfé HUAWEI [ MegaFon 4G-LTE il T4

= =
Moaudmkauumn m i Ewe

MobuneHoe coeagnHeHue

MasHasn ? KoHTakTbl UssD

Ynpasnexue Npounammn
AsTolMEI
Hactpoiikn cetu

Mob6unbHoe coeauHeHue:
Pexum NoaKnNeHus AsTo v
BesonacHocTs MoGunsHan nepegaya AaxHsIX [ BRyuHyio BbIKNIOYUTE

Cucrema Ecnu moBuneHaR CceTb BKNHOYEHA, YCTPOMCTEO NOAKNIOYEETCR K CETH aBTOMaTUYeCkn

Mepeaaya faHHbIX B POyMUHTE Bxniounte @ BolkniouuTs
ObHOBUTE pen poy

WHTepaan asToMaTi4eckoro 10 v
OTKMIOUEHNA (MUH)

NpumennTs

PucyHok A2 — HacTponka napaMeTpoB coeanHEeHNs

2.1.2. HactponB MOBGWbHOE COEOMHEHME, HAXMUTE KHOMKY MNMPUMEeHUTb, YTOObl HacTpowmkn Obinu
COXpaHeHbI 1 BCTYNWUNu B CUny.

2.2. YnpaBneHue npocdunammu

B 6onblnHCTBE cnyyaes, HAaCTPOWKN NpPodunsa 3arpy>xatoTcs NpoBakaepoMm, U CoeauHEHne C CeTbio
WHTepHeT npoucxoaut aBToMaTuyecku. B pegkux cnydasx, ons Beixoda B ceTb VIHTepHeT Heobxoaumo
HacTpounTb Npocunb Bawero HTepHeT-coeanHeHus.

2.2.1. Bongute B MeHtio HacTpomnkun n BoibepuTte BKNagky «yYnpaBneHue npocdpmnamu» B pasgene
«KommyTupyemoe coeguHenme» (PucyHok A3).



Pyccxuit v | Cnpaska

&2 Huawer R e

Moaudukauum m Ewe

YnpaeneHue npopunamu

uUssD

SMsS

asHasn 2 CratucTunka KoHTakTbl

MobBunsHoe coeauHexne
AsToIMEI Vima npodunsa MegaFon (N0 ymMonuyaHu«0) v
Hacrtpoiiku cetn
VIMA nonb3osarens
BesonacHocTb (>
Mapone
Cucrema @
AyTeHTUDMKAUNA: CHAP v
ObHoBuTL
Tun IP: IPv4 & IPv6 v
Touxa gocryna internet

MepsuyHsiit DNS-cepeep

BropuyHslit DNS-cepeep:

Hogbll npodunes

Apanurs

PucyHok A3 — YnpasneHue npodunamm

2.2.2. Cospante unu Bblbepute M3 BbiNnagarolero MeHio ums npodwmna. 3atem BBeAUTE UMS
nonb3oBaTtens 1 naposib, UMS TOYKM Aoctyna un IP- agpeca DNS-cepBepoOB yka3aHHble B JOrosope
Ha oKasaHwue ycnyr npoBangepomM.

2.2.3. W3 Bbinagatowero cnuvcka BblbepuTe TuN MNpOTOKONa COeAMHEeHUs
HeobxoamMmMocTu.

2.2.4. o OKOHYaHUKU HACTPOWMKM NPOUNSA HaxXMnUTe KHOMKY MpUMeHUTb.

2.2.5. Y106kl co3aaTtb HOBbIM Npodunb, HaxMnTe kKHornky HoBbin npodunb (PucyHok A3).

(Tun IP) npwu

KommyTupyemoe coeguHeHnue

YnpaeneHue npodpunamm

MoBuneHoe coeanHeHne

AszToIMEI

VIMA npodung MegaFon (no ymonyaxuo) v
Hactpoiy cetvt

VmA nons3osartens
BesonacHocTb

Mapone
Cucrema =

HoBbivi npodunb .

ObHoBUTL

Wma npoduna:

VIMA nons3osatena:
Mapons:
AYTEHTUDUKALUMA

Tun IP.

Touka gocTyna:
MepsuuHeit DNS-cepsep:

BropuuHsit DNS-cepeep:

Prof_1
user

AsTO v
IPv4 & IPv6 v
huTe NpuUmeHnTL
internet
88838
8844

PucyHok A4 — Co3gaHue HoBoro npocpmns

2.2.6. B OTKpbIBLUEMCS OKHE, 3arofHWTe CTPOKWU, BBEASA UMsi MPOduUIis, UMs NOMb30BaTenNs, Naporib.

Mma Toukm poctyna wm

IP-agppeca DNS-cepBepoB.

B Bbinagatowem cnucke BblIbepuTe TUM

ayTeHTudmkalmm, u Tun npoTtokona IP-coeanHenmns (PucyHok A4). 3atem, HaxxMuTe KHOMKY COXpaHUTb.



Pycckuit v | Cnpaska

&2 Huawel T ——
masHas ? i 3 CratucTuka SMS KoHTakTbl USSD Moaudukaumm m Ewe
KommyTupyemoe coegunenve € yn paBJ'IeHVIe n poq)“nﬂ MU
MoGunsHoe coeanHeHue
- YnpagneHue npodunamm
AsTolMEI Vima npoduns Prof_1 (no ymonyaxuio) y
= MegaFon
S
VimA nons3osarens 0
BezonacHocTb 0o
Napons:  essssess
Cucrema ()]
P r— AyTeHTUDNKAUMA: AsTo v
Tun IP: IPv4 & IPv6 v
Touxka gocryna: internet
Mepauynsiit DNS-cepsep. 8888
BropuuHsit DNS-cepsep 8844

Hosbiit b /nar n

PucyHok A5 — HoBblivi npodunb Co34aH 1 MCNoNb3yeTcs MO YMOMYaHUIo

2.2.7. N3 Bbinagatowero cnucka Bblbepute npoduns UHTepHeT coeguHeHunsa n Haxmute NMpumeHnTb
(PucyHok AS). KHonka YaanuTb yaansieT BbibpaHHbIN U3 BbinagaroLwero cnucka npouss.

2.3. UameHeHue IMEI

Web - nHTepdeiic mogema Huawei E3372h no3BonsieT M3MeHsiTb MEXAYHAPOAHbIN MAEHTUGUKATOP
MobuneHoro obopyanosanusa (IMEI). B page cnydaeB, nameHeHne unu cmeHa IMElI MOXeT npuBecTu K
HEBO3MOXXHOCTU MaeHTUdUKaLMm o6opyaoBaHUsi onepaTtopom COTOM CBA3W. B Takom cnydae, Moaem He
CMOXET MOAKIIOYMTBECA K MOOMITbHON CeTU M JOCTyN B VIHTepHeT 6yaeT HEBO3MOXEH.

Bce HeuncnpaBHocTu mogema Huawei E3372h BO3HuKwMe nocne cMeHbl unum uameHeHmsa IMEI
CUYMTaKOTCA He rapaHTMWHbIMU. B HekoTOpbIX cTpaHax uameHeHue |IME| siBnsieTcA YyronoBHO
HakasyeMbIiM gesHuem! Mpexae yem npousBoaAUTb U3MeHeHue unu cmeHy IMEI o3HakoMbTeCb C
3aKoHoAaTeNnbLCTBOM CBOero rocyaapcreal

Pyccxuit v | Cnpaska

s'é HUAWEI 2 MegaFon 4G-LTE .l
— —
nasxas ? L3 Cramucruka SMS KoHTakTbi ussD Moaudumkaumn m Ewe

‘@» ABTOIMEI

MoGunsHoe coeamHerue

Ynpasnesue npodunaMm
5 3neck Bol MOXETe HacTpouTb ABTOIMEI, nporpammy Ansa ycTaHosku IMEI 8 3aBHCHMOCTH OT

H o G BCTaBNEHHON SIM-KapTbl

©opMar HacTPoeK O4eHb NPOCTON - "<icCid>:<imel>". VIHbIMU CNOBaMM, B Ha4ane CTPOKM -
BesonackocTe 0o =

ICCID, a yepes asoeTouue - IMEI, pasymeeTca, 6es kagbl4ex M CKOGOK, 3TO cAenaHo
Cicreus o MCKNIOYUTENLHO ANA YNYHIIEHUR YHTAEMOCTH
ObHosute OpHa CTpoKa = O4HO COOTBETCTBME. JIULWHUA CUMBON B CTPOKE (Hanpumep, npoben) =

aBapHitHOE 3aBEpLIEHME NPOTPAMMbI
Ho Bbl MOXeETE AenaTb KOMMEHTApUK: ECNIH Ha4aTb CTPOKY C CUMBONA #, TO TaKaa CTPoKa GyﬂET

NPOUrHOPUPOBaHa NPOrPAMMON, M Bbl CMOXKETE NUCATh B HEW BCE, YTO 3aX0THTE.

AsTOIMEI Boikn. v

Dain HacTpoek

NpuMeHnTL

PucyHok A6 — OkHO HacTpoliku nporpammMbl ABTOIMEI



2.3.1. Bongute B meHto Hactponku u Bbibepute Bknagky «ABTolMEI» B pasgene «Kommytupyemoe
coeguHeHue» (PucyHok AB6). 3gecb npomsBoguTcs HacTpomka nporpammbl ABTOIMEI, koTopas
yctaHasnmBaeT IMEI B 3aBMCUMOCTU OT yCTaHOBNEHHON SIM-KapTbl.

2.4. CeTeBble HaCTPOMKM MogemMa

Monb3oBaTenb MOXET CaMOCTOSATENBHO YCTAHOBUTbL NPEeANnoYTUTENbHbIE AManasoHbl U CTaH4apThI, B
KoTopbIx OyaeT pabdoTtaTb ero USB moagem 6onee ctabunbHo.

2.41. Bongnte B MeHio Hactpowmkm u BbiGepute Bknagky «HacTtpomka cetu» B pasgene
«KommyTupyemoe coeguHenme» (PucyHok A7).

Pycckwit v | Cnpaska

gfé HUAWEI 2 MegaFon 4G-LTE il 11

—
maBHas ? » CratucTuka SMS Kontaktel ¢ USSD : Moaudmkaummn m Ewe

@Iupyeuue cm:ummuD HachoﬁKM cetu

MoGunbHoe coeanHerne

Ynpasnexue npounamu

Cetb
AsToIMEI
SH iix TpeanouTUTENLHLIN PEXMM ABTO v
Sriouncacr [Ounanazonel LTE: Lwnana3zoHs UMTS u GSM
# Bce nopaepxusaemsie #! Bce noanepxmzaemsie
Cucrema B1 (FDD 2100) UMTS B1 (2100)
B3 (FDD 1800) UMTS B8 (900)
ObHoBUTL
B7 (FDD 2600) GSM 850
B8 (FDD 900) GSM 900
B20 (FDD 800) GSM 1800
B38 (TDD 2600) GSM 1900
B40 (TDD 2300)
Mowuck cetn
Pexum: AsTo v

PucyHok A7 — MeHIo ceTeBbIX HAaCTpPOEK Mogema

2.4.2. N3 BbiNagaroLero cnucka Bbibepute npeanoyTUTENbHbIN CTaHAApPT curHana, ¢ Kotopbim 6yger
paboTtate mogem (PucyHok A8):

- (ABTO) - aBTOMATN4YECKUI BbIOOP CTaHOApPTa;

- (Tonbko GSM) - paboTa Tonbko B cTaHgapTe GSM,;

- (Tonbko UMTS) - paboTa Tonbko B cTaHgapte UMTS;

- (Tonbko LTE) - paboTa ToNbko B CTaHOapTe;

- (LTE->UMTS) - pabota B ceTu cTtaHgapta LTE, a npu eé€ OoTCyTCTBUM MEepeKniovaTbCca B CTaHAapT
UMTS:

- (LTE->GSM) - paboTta B ceTu ctaHgapta LTE, a npu eé OTCYyTCTBUM MEPEKIoYaThCa B CTaHAapT
GSM;

- (UMTS->GSM) - pabota B ceTu ctaHgapta UMTS, a npu €€ oTCyTCTBMM Mepekmnoyatbcs Ha
ctaHgapt GSM.

2.4.3. OnumoHanbHO BbIGepuTe npeanoyYTUTENbHbBIE YacToTHble AvanasoHel LTE ¢ meTtogom
pasgeneHns kaHanoB FDD (yactoTHoe pasgeneHue) wnu  TDD  (BpeMeHHOe pasgeneHuve)
nogaepXxueaemMble BalLUMM OMNepaTopomMm.

2.4.4. AHanorn4Ho BblibepuTe paboyme 4acToThl onepartopa B AnanasoHax UMTS n GSM.

2.4.5. Monb3oBaTenb MOXET YCTAHOBWUTb pPeXuM noucka ceTu. MNouck cetn OyaeT npov3BedeH
aBTOMaTUYECKN UNKN BPYUHYIO.

2.4.6. ina coxpaHeHns HaCTpOeK N BCTYNNEHNS UX B CUMY, HAXMUTE KHOMNKY NMpUMeHUTD.
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PucyHok A8 — Beibop npeanoyTuTensHOro ctaHgapta MobunbHOro curHana




8

3. HACTPOWKN BE3ONACHOCTU

3.1. 3awmTa PIN-KOAOM OT HeCaHKLMOHUPOBAHHOIO BbiXxoAa B CeTb

[ns 3awuTbl OT HECAHKUMOHUPOBAHHOTO BbIXxoda B ceTb MHTepHeT, Heobxoammo mcrnonb3oBaTb PIN-
kod. C ero nomoLllblo NPon3BOAUTCS aBTopu3aums Bnagenbua SIM-kaptel. PIN-kog npepocTtaBnsietcs
onepaTtopoM COTOBOM CBA3M Bragenbuy SIM-kapTbl npu €€ npogaxe.

3.1.1. Bongute B MeHio HacTtpomkm u Bbibepute Bknagky «3awmTta PIN-kogom» B pasgene
«Be3onacHocTb» (PncyHok A9).

Pycckuit v | Cnpaska

S@ HUAWEI &1 MegaFon 4G-LTE .l

o
e

maBHasa ? : K : Cramucrtuka SMS : Kontaktei : USSD : Moaudwmkauum m Ewe

KommyTupyemoe coeanHenmne

3awumTta PIN-kogom

EEsR IS 3awurta PIN-kogom: BrnounTs v
AsToMaTiyeckoe nogreepxaeHue PIN-kc
Epaxamayap PIN-xog
@uneTp IP-agpecos LAN OcTanocs NONLITOK: 3
BupTyansHsiit cepeep
CneyuansHsie NPUNOXEHNA
Hacrpoiikn DMZ MNpumennTs
Hacrpoiiku SIP ALG

Hacrpoiikn UPnP
Hacrpoiikn NAT

Cucrema

ObHoBUTL

PucyHok A9 — BkntoveHune 3awmTtbl PIN-kogom

3.1.2. Vi3 Bbinagatowiero cnucka BbldoepuTe BknwouuTtb 3awmty PIN-kogom. Beeaute PIN-kog B
COOTBETCTBYIOLLIEE NMOSIE U HAXMUTE KHOMKY MPUMEHUTD.

3.1.3. Bce nocnepywouwne coeguHeHuss ¢ onepatopoM OyayT NpoucxoamTb TOMbKO Nocne BBoAa
KoppekTHoro PIN-koga.

3.2. ABTOMaTu4eckoe noareepxaeHue PIN-koaa

B MOGMnbHBIX Tapundax onepaTopoB COTOBOM CBSA3U, UHTEPHET-CECCUSA MOXET ObITb OrpaHnyeHa no
BpemeHn. B 3aBucMmocTn oT ycrnoBum gorosopa M hopMbl onnaTbl, ONepaTopoM YCTaHaBNUBAETCS
MakcuMmarbHas AnNUTENbHOCTb WHTEpHeT-ceccun. 10 OOCTMXKEHMM MakCMManbHOW  ONUTENbHOCTU
WHTEPHET-CEeCCUn, NPOUCXOANT KpaTKOBPEMEHHOE OTCOeaAnHeHe aboHeHTa OT ceTu VIHTepHeT.

B panbHenwem, B 3aBUCUMOCTM OT HACTpPOeK MoOunbHoro coeguHeHus (n.2.1. HacTtosLiero
MpunoxeHus), Baw moaem nubo BoOcCTaHaBnvMBaeT WVIHTEpHET-coedMHEeHNEe aBTOMAaTUYecKW, Moo
nonb3oBaTenb Noaknio4aeTcs K cetn IHTepHeT BPYYHYIO.

B cnyyae aBTOMaTuMyecKkoro BOCCTaHOBIIEHUSA COeAMHEHUs MOAEMOM W BKIoYeHHou 3awmTte PIN-
KOOOM, nonb3oBaTenb JormkeH BBoanTb PIN-kog ons aBTopmsaumm. B cnyyae HeycTonumBoro MHTepHeT-
COEeAMHEHMS N YacTbIX Pa3pbIBOB, YCTAHOBUTE aBTOMaTnyeckoe noareepxaeHue PIN-koga.

3.2.1. BoniguTe B meHio HacTponkun n BeiGepuTe BKNaaky « ABTomaTtudeckoe nogresepxaeHue PIN-
koga» B pasaene «beszonacHocTb» (PucyHok A10).

3.2.2. BknounTe nnu BbIKMOYMTE aBTOMaTudeckoe noarsepxaeHue PIN-koga, 3atem BBeaute PIN-
KOO B COOTBETCTBYHOLLEE NOMe U HaXMuUTe KHOMKy MpumeHnTb. Tekywun ctatyc noareepxaeHms PIN-
Kofa 6yneT N3MeHeH.



&2 Huawel

MmasHan ? § 3 Cratuctuka

KommyTupyemoe coeaunenne O

<Besonackocts __o>
3awura PIN-konoM
Bpangmaysp
©uneTp IP-agpecos LAN
BupTyaneHelii cepeep
CneunansHsie NPUNOXEHN
Hacrpoiikn DMZ
Hacrpoiiku SIP ALG
Hacrpoiiku UPnP

Hactpoitkn NAT
Cucrema [

ObHoBUTL

Pycckuit v | Cnpasxa

2 MegaFon 4G-LTE il T4

—
SMS | Kowtaktel : USSD : Monudmkaumm WHACTPOWIGAY : Ewe

ABTOMaTU4ecKoe noaTeepxaeHue PIN-koaa

AsTomaTnyeckoe noareepxaeHne PIN-koga

Texywmia crartyc: SLKNIONEHO,

ABTOMaTUYECKOoe NoATEepPXAeHNE BrniownTs BolkniounTs

PIN-k0g

OcTanock NonLITOK: 3

PucyHok A10 — ABToMaTtuyeckoe noareepxaeHune PIN-koaa

3.3. Hactpoiika MexxceTeBoro akpaHa (6paHgmayapa)

MexceTeBon akpaH (OpaHoMayap) 3TO NporpamMmMHO-annapaTHbIi 3NEMEHT KOMMbIOTEPHOM CeTw,
OCYLLECTBMSAIOWMIA KOHTPOMb M UbTpaLMI0 MpoXoasero 4epe3 Hero ceTeBoro Tpaduka B
COOTBETCTBMM C 3afaHHbIMU npaBunamu. OCHOBHOWM 3ajaveil MEXCETEBOrO 3KpaHa sIBRsieTcs 3awuta
CErMeHTOB CETU UMW OTAENbHBLIX XOCTOB OT HECAHKLIMOHMPOBAHHOIO AOCTyNa.

3.3.1.
«Be3onacHocTb» (PucyHok A11).

Bongute B MeHio Hactpowku wun Bbibepute BknNagky

«Bpangmayap» B pasgene

&2 Huawel

MmasHan ? i3 Cratuctuka

KommyTupyemoe coeaunenne O

< BezonacHocTh

3awmra PIN-kogom

PIN-kc
- Bpanamayap

@uneTp IP-agpecos LAN

BupTyankHsiit cepeep

CneywansHsie NPUNOXEHNA

Hactpoikun DMZ

Hacrpoitu SIP ALG

Hacrpoiiku UPnP

Hactpoikn NAT

Cucrema 0o

ObHOBUTE

Pycckuit v | Cnpas«a

[ MegaFon 4G-LTE il 13

SMS KoHTakTbI USSD Moaudmkaumm m Ewe

Bpanamayap

Ha aaHHOI CTpaHuLEe ONUCaHO, KaK BKMIOYMTb (DYHKUMIO (DUNbTpaLmi Gpaxamayapa.
OuneTpauua IP-agpecos 1 ping nopta WAN AOCTYNHbI, TONbKO KOraa OpaHaMay3p BKMIOYEH.

#| BxnounTe GpaHamaysp
BrniounTs @unsTp IP-agpecos
#| Buikn:ounTs ping nopra WAN

PucyHok A11 — BkntoyeHne MexceTeBoro skpaHa

3.3.2. B paHHoOM

BKMNagke nonb3oBaTeNb MOXET BKIHUYUTb MeXceTeBOM JKpaH (6paHnmay3p).

Ecnn nnaHupyeTe npon3BoanTb CbI/IJ'IpraLI,I/II-O nakeToB Nno IP-a/J,pecy M NpPOTOKOIy, BKINKO4YUTE dmanp

IP-appecosB.
BbIKNtouMTe ping nopta WAN.

Mpu oTcyTcTBMM npoBoAaHOro WHTepHeT noaknoyeHuss oT  MHTepHeT-npoeaigepa,
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3.3.3. HactpouB mMexceTeBOWn akpaH (bpaHaMayap) HaxXmute KHoMnky NMpuMeHUTb, YTOBLI HAacCTPOKKK
ObINn coxpaHeHbl U BCTYNWUAN B CUIy.

3.4. dunbTpauun IP-appecoB nokanbHoOM ceTu

PyHKkuma duneTpaumm IP-agpecos nokansHon cetn (LAN) npumeHseTca Ang orpaHnyeHns gocTtyna K
onpegerneHHbIM cepBucam cetn VHTepHeT anga onpeeneHHbiX KNMEHTOB JoKanbHOW ceTu. YbeauTecs,
4yTO PyHKLMA unbTpaunm IP-agpecos BKIOYEHA.

MpumeyaHue. Bknounte dyHKuMO unbTpauun IP-agpecoB, kak ykaszaHOo B M. 3.3. HacTosLwero
MpunoxeHus.

3.4.1. Bonagnte B MeHo HacTtpomku n BbidepuTe Bknagky «®PunbTp |IP-agpecoB LAN» B pasgene
«Be3onacHocTb» (PncyHok A12).

Pycckmit ¥ | Cnpaska

§"é HUAWEI [ MegaFon 4G-LTE il 4

e
TmaBHas : 2 : A Crauctvka  SMS : Kontaktel : USSD : Mopudmkaumu FHICTPOMKAN . Ewe

KommyTupyemoe coeguuexune

3awmra PIN-kofom

duneTtp IP-agpecoe LAN

BbinonHute OUNLTPALMIO NAKETOB COMMAaCHO HWKENPUBEAEHHbIM NpaBunam. YKaxuTe npoTokon,
AsTomaThyeckoe nogreepxaeHne PIN-«C

nopt u IP-agpec.
Bpaxgmaysp
« Mopt LAN/WAN: 3qau'em1e nopra LAN/WAN gonxHo BsiTe 0T 1 80 65535
= o [pUMeYaHHe: HACTPOMKY BCTYNAKT B CUNY NPU HAKATUM HA KHONKY "TIPUMEHUTS".
BupryansHeii cepeep
CneyuansHsie NPUNOXEHUA Ounetpsl IP-agpecos LAN
GECTROR M ‘IP-qnpec LAN‘ Mopt LAN [ IP-agpec WAN ’ﬂom WAN ’ Mporokon ‘ Craryc ‘ Onuuu
Hacrpoixu SIP ALG
Hactpoitku UPnP No6aeuTb
Hacrpoiku NAT

Cucrema

ObHoBUTEL MpumeHnTL

PucyHok A12 — dunbTp IP-agpecos LAN

3.4.2. HaxxmuTe kHonky [lo6aBuTb 1 BBeaute B Tabnuuy 3HadveHust IP-agpecoB u Homepa nopToB
nokansHon (LAN) n rmobansHon (WAN) cetu (PucyHok A13).

B Hawem npumepe Mbl o2paHudueaem OGocmyrn KnueHmy sokaneHolu cemu (LAN) ¢ IP-adpecom
192.168.1.101 k pecypcy enobansHol cemu (WAN) umerowemy IP-adpec 217.20.147.1.

3.4.3. N3 BbinagatoLlero cnucka Bbloepute npotokon. Ecnu Bbl He 3HaeTe MPOTOKON MOAKITHOYEHMS,
BblGepute TCP/UDP. Mogem aBTOMaTu4yeckn BblbepeT HyXHbI NpoTokon. N3meHuTe ctaTyc dunbtpa
IP-agpecoB Ha BkntoyeHo (Bkn.) unu BbiknoyeHo (Bbikn.). Ons coxpaHeHwus co3gaHHoro dunbtpa
HaxxmuTe kHornky OK B konoHke Onuuu. [ng yaaneHusa dunetpa IP-agpecos, HaxmuTe kHonky OTmeHa B
KonoHke Onuuu.

3.4.4. 3aBepumB HacTporiku punbTpa IP-agpecos, AN COXpaHeHUs U BCTYMMEHUS B CUIy CO34aHHOMN
KOHUrypaumm HaxmumTe KHornky NMpuMeHuUTb.
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&2 Huawer

asHas ? CratucTmka

§ 3

KommyTtupyemoe coegunenne O

Pycckmit v | Cnpaska

2 MegaFon 4G-LTE il T3

Moaudukaummn W Ewe

®unetp IP-agpecos LAN

SMS KoHnTakTbi USSD

BesonacHocTb (v
3awwa PIN-konoM BbINONHUTE OUNLTPALMIO NAKETOB COMMACHO HIKENPUBEACHHLIM NpaBunam. YKaxuTe npoTokon,
A nogr PIN-kc

nopr u IP-agpec.
BpaHgmayap

5 5 LAN « Mopt LAN/WAN: 3xayeHne nopta LAN/WAN gomkHo OuiTs 0T 1 40 65535
= « TpUMeyaHue: HaCTPOVKK BCTYNAKOT B CHNY NP HAKATUM HA KHOMKY "TIDUMEHUTS”.

BupTyansHsii cepeep
CreynansHsie NPUNOXeHUA OunbTpbl IP-agpecos LAN
Hactpot DMz |IP-an,pec LAN TMopt LAN | IP-agpec WAN | Mopt WAN | Mpotokon = Craryc Onuun
Hactpoiku SIP ALG

[192 168.1.101 217.20.147.1 443 [Tcpupp v [Brn. v| [ OK Omuesa
Hacrpoiiu UPnP P/UDP

) TCP
Hactpoiikn NAT No6asuTb uoP
Cucrema (] LicwP
ObHoeuTL
MpumennTs

PucyHok A13 — Beoa 3HaueHwui IP-agpecos 1 nopToB

3.5. OTKpbITME NOPTOB AN AOCTYyNa K CBOMM ycTponcTBam u3 cetu UHTepHeT

B pamkax BupTyanbHOro cepepa nornb3oBaTerb MOXET HACTPOUTL NapameTpbl MapLipyTM3aunm, Ans
nony4YeHns 4ocTyna Kk CBOMM ycTponcTBam u3 cetn MHTepHeT. PoyTep nepeHanpaBnseT nonyyaembii Ha
OAVH 13 NOpTOB TpachuK, Ha BbIOpaHHbIE NONb30BaTENEM NOPThl U YCTPOMCTBA.

3.5.1. Bongnute B meHio HacTtpomrku un BbiGepute Bknagky «BupTyanbHbin cepBep» B pasgene
«Be3onacHocTb» (PucyHok A14).

Pycckuit v | Cnpaska

V2 Huawer R

? SMS USSD

Moaudumkauumn

asHas Cratuctuka KoHTakTbi

KommyTupyemoe coegunenne O BMpTyaanbM cepBep
< Pesonackocts
S HacTpoitte BUpTyanbHbiit Cepsep AnA NpeaoCTaBneHua BHewWwHum MK goctyna K WWW, FTP u
e Apyrum cnyx6am, npegoctasnaembim LAN.
Bpaxgmay3p

« IP-agpec: Yxa3sizaeT Ha KOMNsIOTEP, PAcnonoxexHsii 8 LAN, UCNonsayoWwuiica ANA NpeaocTasne s

OuneTp IP-agpecos LAN

CneuuansHsie NPUNoKEHHA

f[octyna k cnyxBam
« MopT LAN/WAN: Mopt MK, npefocTasnamwmi 40CTyn K cyxGam. 1nanaoH 3xauexuit nopta LAN/WAN
nomxeH Geis 0T 1 40 65535.

Hacrpoiikun DMZ « MpoTokon: MpoToKons!, MCNONL3yeMsie cnyxGamu
Hactpoiik SIP ALG « TpUMedaHHne: HAaCTPOIKK BCTYNAKT B CUNY NPM HEKATUM Ha KHOMKY “TTDMMEHUTS".
Hacrpo#ku UPnP
BupTyanbHble cepBepbl
Hactpoiku NAT
Uma Mopt WAN | IP-agpec LAN | Mopt LAN = MMporokon Crartyc Onuun

Cucrema 0 = 2

WebForward | 8080 | 192.168.1.0/24 80 [Tcpuop v]| [Brn. v K Ormeua
ObHoBUTL

[obGasute

MpumennTs

PucyHok A14 — NepeHanpasneHne NopToB B paMkax BUPTyarbHOro cepeepa

3.5.2. Haxmute kHonky [lo6aBuTb 1 BBegMTE B Tabnuuy:

- UMS NepeHanpaBneHns;

- Homep BHelwHero nopta (WAN), ¢ koToporo 6yaeT nepeHanpaBnsTbecs Tpaduk;

- IP-agpec nokasnbHOro yCTPONCTBa;

- HOMep nopTa JTIoKanbHOro YCTPOMCTBA, Ha KOTOPOe nepeHanpaBnseTcs Tpaduk.

3.5.3. N3 Bbinagatowiero cnucka Bblbepute npotokon. Ecnu Bbl HE 3HaeTe MPOTOKON MOAKITHOYEHNUS,
Bbibepute TCP/UDP. Mogem aBTOMaTuMyecku BbIOEpEeT HYXKHbIA MPOTOKON. VM3aMeHuTe ctaTyc HOBOro
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nepeHanpageneHnsi NOpToB Ha BkoveHO (Bkn.) nnu BoikntoveHo (Bbikn.). [Ina coxpaHeHust co3gaHHoro
nepeHanpaeneHus NoptoB, Haxmute kHornky OK B konoHke Onuuu. [Ana yaaneHwss cO3gaHHOro vnu
MMeLoLLLEerocs nepeHanpaBneHns NopToB, HaXXMUTe KHONKy OTMeHa B KonoHke Onuumu.

3.5.4. [Ina coxpaHeHnsa n npuMeHeHUs HaCTpoeK HaXXmMuTe KHONKY MpUMeHnTb.

3.6. CneumnanbHble NPUNOXEHUA

CywiecTtByeT pag crneumanbHbiX NporpaMM, KOTOpble NpegHasHavyeHbl Ans opraHvM3auny obLeHus u
3 heKTNBHOrO B3anModeNCTBUSE MeXy Nonb3oBaTensaMu NokanbHON ceTu. Hanpumep, nporpamma Ans
opraHusaumy ronocoBOW CBA3WN B NIOKANbHOW CETU, pasfnnyHble YaTbl C OBLLMMU U 3aKPbITbIMW KaHanamm
nT.m.

3.6.1. Bongute B meHio HacTponku 1 BoibepuTe BkNagky «CneumanbHbie NPUOXeHUA» B pasaene
«Bbe3onacHocTb» (PncyHok A15).

Pyccxuit v | Cnpasxa

& N
— —
Moandmkauun THACIDOMIGA « Ewe

CneuunanbHble NPUNOXeHUsA

2 Huawel W

TnaBHas ? § 3 Cratuctuka SMS KoHTakTb! uUssD

KommyTupyemoe coeanxenmne

be3onacHocTb

3aumTa PIN-kOROM

HacTpoiiTe napameTpbl ANA 3anycka cneuuantHbiX NPUNOKEHHIT Yepes LAN, Hanpumep,
AsTomaThyeckoe noaTeepkaeHme PIN-KC

Bpagmayap
©unsTp IP-agpecos LAN

OHNaNH-UTP, BUACOKOH(EPEHU-CBA3N 1 |P-TenedoHum

« TpurrepHbli np Mo; B:
cepeepos.
o TpHUIrepHbIi NOPT: VICXOZALMIA NOPT NPUNOXEHUI

VICTSME CneumnansHbX NPUNOKEHNA i YAANeHHSIX

BupryansHeii cepeep

Hacrpoikn DMZ
Hacpoiin SIP ALG
Hacrpoiiku UPnP
Hactpoitkn NAT

Cucrema

ObHoBUTL

« OTKpLITLIA NPOTOKON: MPOTOKONSI, HCMONLIYEMSIe CNELMaNsHSIMU NPUNOKEHUAMM

« OTKpbITLIA NOPT: MOPT, 05ECNeYNBA0WMIT AOCTYN K CNEUNANEHEIM NPUNOXEHUAM Yepes ViHTepHeT. 3To
MOXeT GbiTe 0QUH MNK HECKONLKO NOPTOB. MoAdepKMBaETCA A0 5 Nap NOPTos. McnonkayiiTe TouKy C 3anATOM (;)
ANA pa3neneka NopTos. MoapoGHYH0 MHDOPMALMIO CM. B ONUCEHNN CNeUManbHIX NPUNOKEHHIA

« TIpUMeyaHKe: HACTPOIKM BCTYNKOT B CUNY NPH HAXAETUN Ha KHONKY “TIDHMEHMTS”.

CneuunanbHble NPUNOXeHUA
| | TpurrepHuii | TpurrepHbii | OTKpBITLIA
nopr | nporokon | npotokon |

L ¥
Chat | Bxn. v 80 TCP/UDP v TCP/UDP v

OTKpLITLIA |
nopr
443:8080

‘ Wms Cratyc Onuun

NobGaeuts

MNpumernTs

PucyHok A15 — HacTponka napamMeTpoB Ans cneumanbHbIX NPUIoXKeHUI

3.6.2. Haxxmute kHonky [lo6aBUTb 1 BBeAUTE B Tabnuuy:

- UMS cneumnansHOro NPUNoXeHus;

- HOMep TPUIrepHOro nopTa (MCXoasALLNA NOPT NPUMNOXKEHNUS):

- HOMepa OTKPbITbIX NOPTOB (MOPTbI 0OecnevmBaroLLMe OCTYN K CrieumarnbHbIM NPUIOXKEHUAM Yepes
UHTepHeT);

3.6.3. N3 BbiNnagatowmx CnuckoB BbibepuTe TPUITEPHbLIN 1M OTKPbITbIN NPOTOKONbl. Ecnu Bbl He
3HaeTe, Kakne NpOTOKOMbI crieayeT ycTaHoBUTb, Bbibepute TCP/UDP. Mogem aBTOMaTu4yeckn BbibepeT
HY>XHbIX NpoTokon. MismeHnTe ctatyc cneunansHOro NPUNoXeHns Ha BkNoveHo (Bkn.) unu BbIKMOYEHO
(Bbikn.). [Ina coxpaHeHus co3gaHHOW HACTPOMKWM ANS creLumanbHOro NpUnoXeHns, Haxmurte kHonky OK
B KonoHke Onuuu. [Ona yaaneHuss CO30AHHOW WM UMEKLLENCA HACTPOWKM Ans  CneumnansHoro
NPUNOXEHUs, HAaXXMUTE KHOMKY OTMeHa B koroHke Onuun.

3.6.4. [Ina coxpaHeHnst 1 NpUMMEHEHNs HaCTPOeK HaXkmute KHOMNKy MpumMmeHnTb.

3.7. HacTtpouka lemunutapmsoBaHHoM 30Hbl HA MmoaemMe

HOemunutapmsoBaHHas 3oHa (DMZ) 3To cneuuvanbHbli CErMEHT JoKanbHOW CeTW, B KOTOPbIN
BbIBOAATCS CEPBUCHI Y YCTPOMCTBA, K KOTOPLIM AOIMKEH ObITb OTKPLIT AOCTYM, KaK U3 JTIOKanbHOMW, Tak 1 13
BHELLHEN ceTun.

B psge cnydaeB BO3HMKaeT HeOOXOAMMOCTb OTKPbITMS [OCTyna K oOopynoBaHMIO, Hanpumep,
peructpaTtopy kamep BUAEOHAOMNOAEHUS M3 BHELHeh ceTU. MOXHO CTONKHYTbCA C TeM, YTO MOpThl
YCTPOWCTB 3aHsAThbl, U MNepeHanpaBuTb MX He yaaeTcs. Torga, Ans OTKpbITMA [ocTyna, Heobxoammo
nobaeuTb IP-agpec obopynoBanus B cneumanbHyto DMZ 30Hy Ha mogeme, TEM caMblM CAenaB U3 Hero
DMZ-xocT. Npn 3TOM nokanbHasi ceTb No-npexHemy 6yaet 3akpbiTa, a DMZ-x0CT Tenepb NOMHOCTHIO
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JocTyneH u3 cetu VHTepHeT U obecneuynBaeT cBo0 6e30MacHOCTb CaM, Hanpumep YCTAHOBIEHHbIM

napornem.

3.7.1. Bongute B MeHiwo Hactpoukm u BbiGepute Bknagky «Hactpowku DMZ» B paspgene
«Be3onacHocTb» (PncyHok A16).

&2 Huawel

Pycckuit v | Cnpaska

[ MegaFon 4G-LTE i T4

[ — —_—
Moaudukaummn 'm‘ Ewe

Hacrpoiiku SIP ALG
Hacrpoiiku UPnP
Hacrtpoiikn NAT

Cucrema

O6HOBUTL

Mmasxan ? 13 Cratucruka SMS KoHTakTb! USsD
KommyTtupyemoe coeguuenne O HacTt p o ﬁ ku DMZ
Jaumra PIN xonom Ecnu MK He MOXET 3anyCTUTb CETeBbIE NPUNOKEHUA Yepes WNio3, seeauTe IP-aapec MK nocne
= et Gl BKMKMEHUA (DYHKUMH DMZ.
Bpanamayap
ounsTp IP-agpecos LAN Cratyc DMZ ® BrNouUTb BolkniouuTs
BupTyansHeiit cepeep IP-agpec DMZ 192.168.1.19
CneuunansHsie NPUNOXEHNA

PucyHok A16 —

BbiBoa o6opynoBaHus B [leMunutapusoBaHHyto 30Hy Mogema

3.7.2. nsa BbiBoga ob6opynoBaHus B JemunutapusoBaHHyto 3oHy (DMZ), namennte cratyc DMZ Ha
«Bknountb» 1 BBeaute IP- agpec obGopynoBaHWs B cneuvanbHOW CTpoke. 3aTemM HaXmuTe KHOMKY
MpuMeHUTb, YTOObI HACTPOMKM BCTYNWUAM B CUNY U BbINM COXpaHEH®I.

3.8. Hactpouka nopta SIP ALG

&2 Huawer

masHas ? i3 CratucTuka SMS KoHTakTbl USSD

KommyTupyemoe coegunenne O Ha cTp 0171 ku SIP ALG
& bezonacxocts )
3aura PIN-konom YCTpORCTBO noaaepxueaeT yHKUMIo ALG SIP. SIP- 3T0 NnpoToKon nepeaayyu AaHHbIX, KOTOPbIA
foa Eltxe ONUCbLIBAET OPraHU3aLUmIo NONb30BaTENLCKOTO WHTEPHET-CEAHCa U OPUEHTUPOBAH Ha OOMEH
Bpaxgma
ee L MYNETUMEANIHBIM COAEPXUMBIM. YTOGLI Nony4uTL Gonee NoApoGHY MHAOPMALMIO nepenauTe
Ounetp IP-anpecos LAN
5 no ccoinke. Cnpaska.
BupTyansHeiit cepsep
CneuuansHsie NPUNOXEHNR @) BxniounTs SIP ALG
Hactpoiiku DMZ SIP-nopT: 5060 (1-65535)
- HacTpoiiku SIP ALG

Hacrpoitkn UPnP
Hacrpoiikn NAT
ObHoBUTL

Pycckwit v | Cnpaska

[ MegaFon 4G-LTE i 4

]
Mopudmkaumu (HACIPOMIAD  Ewe

PucyHok A17 — HacTtpolika wro3a npuknagHoro ypoBHS

«Wnto3 npuknagHoro ypoBHs» (ALG) — 3TO MPOrpaMMHbIN KOMMAOHEHT, YNPaBASOLWNA KOHKPETHBIMU

NPOTOKONIaMn MPUNOXeHn4d,

Takmmn kak SIP n FTP. ALG wcnonb3yeTcs Kak MOCpegHuK mexagy

NHTepHeTOM 1 cepBepoOM MPUMOXKEHWUNA, KOTOPbIN MOHMMaeT npuknagHown npotokon. ALG BbiCTynaeT B
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KayecTBe cepBepa KOHEYHOW TOYKM M MOXET paspellaTb WM 3anpewatb Tpaduk K cepBepy
npunoxeHun. [na atoro ALG nepexBaTbiBaeT M aHanuaupyeT yKasaHHbI Tpaduk, pacnpepenser
pecypcbl 1 onpefdenseT AUHaAMUYeCcKUe MONUTUKM, KOTOpble paspeluaroT Tpaduk, Npoxoddwimin yepes
LLAHO3.

3.8.1. Bonante B MmeHio HacTtpomku un Bbibepute Bknagky «Hactpowkm SIP ALG» B pasgene
«Be3onacHocTb» (PncyHok A17).

3.8.2. Ins BKNIOYEHMSA NPOrPaAMMHOIO0 KOMMOHEHTA YCTAHOBUTE paspeLlaloLLylo «rariouky» B CTPOKe
Bknouutb SIP ALG n BBeante Homep SIP-nopTa B COOTBETCTBYWOLLEE Mofe. 3aTeM HaXMUTE KHOMKY
MpuMeHUTb, YTOObLI HACTPOWMKM BbINM COXPaHEHbI U BCTYMNWUMX B CUMY.

3.9. BknroyeHne «yMHOro coeguHeHusi» yctpomcts UPnP

UPnP (Universal Plug and Play) — 9TO apxuTekTypa MHOrOpPaHroBblX COEAVHEHUN MeXay
nepcoHanbHbIMW  KOMMbIOTEPAMW U UHTEennekTyanbHbiMM  yCcTpowncTBamu  obecnevymsarowias
aBTOMaTU4YeCcKoe NOoAKIYeHne NogobHbIX YCTPONCTB APYT K APYrY U X COBMECTHYHO paboTy.

TexHonorms UPNP  obecneunBaeT 0OMeH [aHHbIMM Mexay JobbiMv OBYMSI YCTPOWCTBaMW,
Haxo4sWMMNCA NOA KOHTPONEM Kakoro-nmbo ynpaensitolero ycTpowcTtBa cetu. TexHonorusa UPnP
AENCTBYeT HEe3aBWCUMO OT WCMONb3yEMOW OnepauuoHHOM cucTembl, uanmdeckon cpegbl nepegadv
AaHHbIX UMW Si3blka NporpammupoBaHus. B pesynbrate ncnonb3oBaHusa TexHonorum UPNnP HacTpoiika
floKanbHOW CeTn CTaHOBUTCS NErkon Ans HacTPoWku 60MbLLIOMY YACNY Nofb3oBaTenen.

3.9.1. Bongute B MmeHio HacTtpomkm wu Bbibepute Bknagky «HacTtpowkm UPNnP» B pasgene
«BesonacHocTb» (PucyHok A18).

Pycckmit v | Cnpasxa
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AsToMaTnyeckoe noaTeepxaeHue PIN-kc s
ibion’ NOMOLLbIO Nepeagpecauyun NopTos. YCTponcTsa UPNP MoryT asToMaTu4ecku nonyyars IP-
EpanaMay3p

agpeca ¥ AWHAMUYECKH NOAKNIOYATLCA K CETU MHTEPHET.
OuneTp IP-agpecos LAN

BupTyansHeiii cepsep

Craryc UPnP ® BrnounTe BoIKNOUMTS
CneuuansHsie NPUNOXEHNS
Hacrpoiiku DMZ
Hactpoixu SIP ALG
e
Hacrpoikun NAT

Cucrema

ObHoBUTL

PucyHok A18 — BKMtOYEHNE «YMHOIO COeANHEHNSI» YCTPOWCTB

3.9.2. Bkniouute «ymHOe coeguHeHne» UPNP ycTaHOBMB Mapkep HanpoTuB 0603Ha4eHus
«Bknountb». Haxmute kHOMky MNMpUMeHUTb ANA COXpPaHEHMS HACTpPOeK M aKTMBaLuW BKIHOYEHHOro
pexuma.

3.10. Bbi6op mexaHU3MoB npeobpa3zoBaHuA ceTeBbIX agpecoB NAT

NAT (Network Address Translation — «npeobpa3oBaHue ceTeBbIX aApecoB») — 3TO MeXaHu3M B
cetsax TCP/IP, nossonstowimii npeobpasoBbiBaTh |P-agpeca TpaH3UTHbIX NakeToB.

MpumeHeHne TexHonorm NAT no3BonserT:

a) cakoHomuTb |P-agpeca, TpaHCnMpysi HEcCKonbkKO BHYTpeHHUX |P-agpecoB B OOWH BHELUHWIA
nyonuuHeii IP-agpec (Mnm B HECKOSBKO, HO MEHBLUUM KOMMYECTBOM, YEM BHYTPEHHMX).

©0) lMosBonsieT nNpefoTBPaTUTb WU OrPaHUYUTL ODOpaLleHVMe CHapyXW K BHYTPEHHMM XOCTaM,
OCTaBMsAs BO3MOXHOCTb O0OpaLLeHNst N3 BHYTPEHHEWN CETU K BHELUHEN.

B) Mo3BonseT CKpbITb ONpeaenéHHble BHYTPEHHME CEPBUCHI BHYTPEHHUX XOCTOB/CEPBEPOB.
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3.10.1. Bonante B MeHio HacTpomkm u Bbibepute Bknagky «HacTtpomku NAT» B pasgene
«Be3onacHocTb» (PncyHok A19).

Pycckuit v | Cnpaska

§"é HUAWEI [ MegaFon 4G-LTE i 3
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PIN-kc = <
GesonacHocTu. KoHuyeckuit NAT oBecneunsaet Gonee HU3KUN yposeHb BE30NacHOCTH, YTO
Bpaamay3p -
obecneynBaeT KOppPeKTHYH paboTy HEKOTOPbIX NPUNOKEHNA. Kpome TOro, oH Gonee COBMECTUM
©uneTp IP-agpecos LAN _ .
. C NOTPEOUTENLCKUMU NPUNOXEHUAMMU, BKIIOYAR NPUNOXEHWUA HA UFPOBbIX YCTPOWCTBAX.
BupTyansHuii cepsep
ChewvansHsie NPHNOXEHNA ®) KoHuyecxuit CHMMETPUYHBIR
Hacrpoiiku DMZ

Hamﬁm i
MpumeHnTL

Hacrpoitku UPnP

Cucrema o

ObHoBUTL

PucyHok A19 — Bblbop MeEXaHN3MOB B3aUMOAENCTBUS FTOKaNbHOW CETU C BHELLHEN CETbIO

3.10.2. Bkntounte KoHnvyeckumn ninvm CMMMeETPUYHbLIN MEXaHN3M B3anMOOenNCTBNS NOKanbHOW Cetu ¢
BHELIHEN CeTblo, YCTAHOBMB MapKep HampoTMB COOTBETCTBYHOLIEro 06o3HadyeHus. Haxmurte KHOMKy
MpuUMeHUTb 4NA COXpaHeHWs HAaCTPOEK U aKTMBaLMM BKITFOYEHHOrO MexaHu3ma.
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4. HACTPOUKU CUCTEMbI

4.1. CBogHas nHcgpopmaums o6 ycTtponcTsee

4.1.1. Ana nonyyeHuns nHpopmaumm o mogeme Bonante B MeHio HacTtponkm v BbiGepute BKNagky
«UHpopmauus o6 ycTponctee» B pasgene «Cucrtema» (PucyHok A20).

MpumeyaHune. [Ona ObicTporo nepexopja Bo Bknagky «UHdopmauma o6 ycTpoucTBe» HaxmuTe
n3obpaxxeHre BONPOCUTENBHOIO 3HaKa B rMaBHOM MEHH0.

Pycckmit v | Cnpasxa
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[ MegaFon 4G-LTE il T4

]
Cratuctuka SMS : Koutaktbi : USSD : Moaudukauum m Ewe
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KommyTupyemoe coeauuenue

NHchopmaumsa o6 ycTponcTsee
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BAA 00

100 6

HewuasectHo

PucyHok A20 — Hgopmaums 06 ycTponctee

4.2. Hactpoiika mogudmkaummn yctpomcrea

B naHHOM pasfgene HacTpOeKk CUCTEMBI, NoMb3oBaTeNb MOXET MOAMMULMPOBaTL HACTPONKM MoadeMa
AN ero onTUmarnbHOro pyHKUMoHMpoBaHUs. BHeceHne moamdukauni B CUCTEMHbIE HACTPOWMKM MogemMa
(Takve kak u3MeHeHWe unu cMeHa cepunHoro Homepa, IMEI) nonb3oBaTenem npuBedeT K noTtepe
rapaHTuu Ha yCTPOMCTBO!

4.2.1. Bongute B meHio HacTtpownku u BbibepuTe Bknagky «HacTtporkun mogudukauum» B pasgene
«Cucrtema» (PucyHok A21).

4.2.2. B 3TOM NyHKTE paccMOTPMM ONuu0 n3meHeHusa TTL.

®ukcauma TTL. Yucno TTL obosHavaeT Bpems XU3HM MaKeToB Tpadhmka M onpegensiet 4yucno
Yy4acTKOB («MPbDBKKOB») Mexay maplupyTusaTopamu. Hanmyue sToro napameTrpa He no3BOndeT nakeTty
©eckoHe4yHO xoauTb No ceTw. Kaxabln mapLupyTnsaTop npu MapLupyTusaummn (Mpu Kaxgom TPaH3UTHOM
«MPbBKKE») OOIMKEH yMeHbllaTb 3HadeHue TTL Ha eamHuuy. MakcumanbHoe 3HaydeHue TTL=255. Ons
Linux, Android, iOS o6blyHOe HauvanbHoe 3HadeHuMe TTL=64, ana Windows TTL=128. KoHTponb TTL
4YacTO WUCMOMb3yTCS oOnepaTtopamu COTOBOW CBS3M Ans obHapyxeHus ucnonb3oBaHusa SIM-kapT B
YCTPOMCTBAX OTNUYHbIX OT cMapTdoHa (Npy Mcnonb3oBaHNM aboHEHTOM CMapTEOHHBLIX TapnudoB).

Insa obxopa koHTponst TTL, nameHute 3HayeHune TTL.

4.2.3. HactpovB mogudukaumm, ona BCTYNMNEHUS B CUMY U COXPaHEHUS U3MEHEHUA HaXMUTE KHOMKY
MpuUMeHUTb BHU3Y CTpaHuULbI.
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‘ Pyccxmit ¥ | Cnpaska
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Mogaens cnyuaisoro IMEI (nepesie 8
uuadp IMEI mogenu)
CnyyaiHslit IMEL: 513783163933287

PucyHok A21 — HacTtporika mogudpmkaLmi yCTponcTea

4.3. NpoTokon AMHaMMn4eckon HacTpouku y3na DHCP

DHCP — ceTeBol npoTOKOM, MO3BOMSAIOLMA KOMMbOTEPAM aBToOMaTudecku nonyvatb |P-agpec u
apyrve napameTtpbl, Heobxogumble ansg pabotel B cetm TCP/IP. AgmuHuctpatop MoxeT 3agaTtb
AmanasoH agpecos, pacnpegenseMbiXx MOOEMOM CPpean KOMMbIOTEPOB.

4.3.1. Bongunte B meHio Hactpomnku n Bolibepute Bknagky «DHCP» B pasgene «Cuctema» (PucyHok
A22).

4.3.2. Ha cTtpaHuue ykasaH IP-agpec mopema, KoTopbln wucnonb3yetca kak DHCP cepsep.
BkntoyeHue unu BbikntodeHne dyHkuun DHCP cepeepa B Mogeme Npou3BOAMTCS YCTAHOBKOW Mapkepa
HanpOTMB COOTBETCTBYIOLLEro 3HaveHus. 1o ymonyaHuio, 3agaH amvanasoH 100 IP-agpecos, KoTopble
OyayT pacnpegeneHsl MOAEMOM MEXAY NOAKITIYaeMbIMN YCTPOUCTBaAMU.

4.3.3. Beegute IP-agpec nepsBuyHoro DNS-cepBepa n npum HeobxogumocTn BTOpuyHOro DNS-
cepBepa. YcraHoBuTe cpok apeHabl DHCP B ananasoHe 86400-804800 cekyHA.

Pycckuit v | Cnpaska
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Me xa
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ObHoBUTL

PucyHok A22 — HacTpoika NpoToKoSla AUHAMUYECKON HAaCTPONKM

4.3.4. YTo6bl U3MeHeHUs1 BbINN COXpaHeHbl U BCTYNUIW B CUIY, HaXXMUTe KHOMKY NMpUMeHUTb.
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4.4. ®ann hosts

Hosts — TekcToBbIV hanin cogepxalimn 6a3y AOMEHHbIX UIMEH U UCMNOMb3YEMbIN MPU UX TpaHCNALUN
B ceTeBble agpeca Yy3roB. 3anpoc Kk 3ToMy danny MMeeT npuoputeT nepen obpaileHveM k DNS-
cepBepam. Cogepxnmoe harina 3agaeTcsi agMMHUCTPATOPOM YCTPOWCTBA.

®ann hosts cnyxur:

- ONa ycKopeHus 3arpy3ku (ecnu IP-agpec 3anpawimBaemoro pecypca obin HangeH B danne hosts, 1o
obpalleHus k BHelwHemy DNS-cepBepy He npoucxoauT);

- Ana OnoKMPOBKM HexXenatenbHbIX CanToB (Has3HauMB MNPOTUB WX WUMEHU nnbo noKarnbHbIV
IP 127.0.0.1, nn6o IP kakoro-nnubo apyroro cawra);

- ons 6rIOKMPOBKKM JOCTYNa K OnpefernieHHbIM caiTam.

4.4.1. Bongute B meHio HacTpounkn n Bbibepute Bknagky «®amn hosts» B pasgene «Cuctemar
(PucyHok A23).

Pycckmit v | Cnpaska
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PucyHok A23 — PepaktupoBaHue ganna hosts

4.4.2. 3akoH4uB pefakTupoBaHue anna, HaxmuTe kHonky [MpumeHuTb. W3meHenus 6yayT
COXpaHeHbl N BCTYNAT B CUIY.

4.5. Mepe3arpy3ka mogema no pacnmcaHuio

Ytunuton Watchcat nonb3oBaTenb HacTpavBaeT Mepuogudeckyto nepesarpysky mogema unu
nepesarpysky npu notepe VIHTepHeT-coeguHEHNs1 Ha onpeaeneHHoe (3agaHHoe nonb3oBaTenem) BpemMs.

4.5.1. Bonigute B MeHio Hactpomku un BbiGepute Bknagky «Watchcat» B pasgene «Cucrtemar
(PvcyHok A24).

4.5.2. Ina BknNOYeHWs NporpaMMHON nepesarpyskum mogema, BblibepuTe u3 BbiNagatowero crnucka
cTaTyc BKItoveHo (Bkn.). YctaHoBuTE pexxum paboTbl yTUAUTLI

- NMepuogunyeckas nepesarpys3ka — nepesarpyska Oyaet npousBefeHa vyepes nepuopn, ykasaHHbIn
nonb3oBaTenem B COOTBETCTBYOLeN rpade. Mo ymonyaHuio 3HayeHnss BBOAATCHA B cekyHAax. MoxHo
ucnonb3oBaTb cydukebl «m», «h» 1 «d» ANs ykasaHWs MUHYT, YacoB U OHEN.

- MNepesarpy3ka npu notepe WHTepHeT-coegnHeHUA. 3HA4YeHMEM [daHHOW HACTPOWNKM
onpegensietcs nepvon BpeMeHu 6e3 pgoctyna B ceTb  VIHTEpHET, nocrne KOTOporo MOAEM
nepesarpyxaetcs. 1o ymonyaHuioo 3HayeHUs BBOAATCS B cekyHAaxX. MoxHO mcnonb3oBatbh CyqddUKChI
«my», «h» 1 «d» ans ykazaHuss MUHYT, YacoB 1 OHEN.

4.5.3. B cnyyae HeoOXoOuMMOCTM nepesarpysku CUCTeMbl Mogema, ytunuta Watchcat BbizoBeT
NporpaMmHyto nepesarpy3ky. YCTaHOBMB 3HA4YeHMe OTNIMYHOE OT Hyns, MONb3oBaTenb 3annaHvpyeT
annapaTtHylo nepesarpysky YCTPOWCTBa, B Clnydae HeygadHOW MporpamMHOW. 3HauyeHue 3apepiKKu
NPUHYAUTENBLHOW annapaTHOM nepe3arpy3ku ycTaHaBnvMBaeTCs B CeKyHAax. YCTaHOBUB 3HayeHue
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3agepKkn  NPUHYANTENbHOM
nporpaMMHyto nepesarpysky.

nepesarpysku paBHOE Hynio,

nonb3oBaTtesib  3anfiaHUpyeT TOJ1IbKO
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PucyHok A24 — HacTtporika nporpaMMHOK nepesarpysku Mmogema

4.5.3. Beeaute apgpec xocTa, kK koTopomy OyaeT obpaliatbCs MoZeM AN NPOBEpKM Hanmuusi

WHTepHeT-coeguHeHus. o ymonyaHuio yctaHosneH IP-agpec 8.8.8.8.

4.5.4. YctaHOBWTE NEPUOOMNYHOCTb, C KOTOpom Modem OygeT npoBepATb Hanuume WHTepHeT-
coeguHeHuns, obpallasce K XoCcTy Ansa onpoca. [1o ymonyaHuioo 3HavyeHus BBOAATCA B cekyHaax. MoxHo

nucnonb3oBaTb cydukebl «m», «h» 1 «d» gns ykasaHWst MUHYT, YacoB U OHEN.

4.5.5. 3aBepluMB HACTPOWKY MPOrpaMMHON Nepe3arpy3kM YCTPOWCTBA, HaXXMUTE KHOMKY MpUMeHuTb.

HacTtpolikn 6yayT coxpaHeHbl U BCTYNSAT B CUIy.

4.6. Pe3epBMpoBaHue U BocCTaHOBNEHMe KOHUrypaumm ycTpomcTBa

< g ncrema

&2 Huawel
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KommyTupyemoe coeaunenue

Besonachocte

WHdopmauma 06 ycTpoiicTee
HacTpoiiku Mogudukaumit
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@aitn hosts
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HacTpoiiku 06HOBNeHUA
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Pycckuit v | Cnpaska
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PucyHok A25 —

PesepBrpoBaHmne 1 BOCCTaHOBEHNE YCTAHOBOK
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PesepBHOe konupoBaHve NpeaHa3HayeHo ANs CO34aHusA pe3epBHbIX KOMWW, NpedHasHayYyeHHbIX Ans
BOCCT@HOBMEHUS HACTPOEK U OaHHbIX YCTPOWCTBa, BO3BpaTa (OTKaTa) K NMpeAbiaylivMM napameTpam u
HaCTpOWnKaM MInn nepeHoce HacTpoek Ha Apyroe nogobHoe obopyaoBaHue.

Mepen oOHOBNEeHWEeM CUCTEeMbl WU BHECEHMEM KaKUX-NMMbo W3MeHeHuW, co3gaBanTe
pe3epBHYIO KOMUIO HACTPOEK U YCTaHOBOK Moaemal

4.6.1. Bongute B MeHto Hactponkn n Bbibepute Bknagky «PesepBupoBaHue u BOCCTaHOBJIEHUE»
B pasgene «Cucrtema» (PucyHok A25).

4.6.2. Cospanite pe3epBHYD  KOMWIO  KOH(UrypaUMOHHbIX  NapameTpoB, HaxaB  KHOMKY
Pe3epBupoBaTb. YKaxuTe QUPEKTOPUIO, B KOTOpOW OyaeT coxpaHeH chaiin ¢ paclwumpeHuem «.baky».

4.6.3. [lns BoCCTaHOBNEHNSA HACcTPOeK HaxmuTe kHonky Bbibepute damn. Hangute gupektopuio, B
KOoTopow Oblnia coxpaHeHa pesepBHasi KOMUSA W, BbIAENWB ee, HaxmuTe KHonky OTKpbITb. Pagom ¢
kHornkon BbibepuTe cpann, nosButca umsa danna ¢ Konuerh KoHUrypaumoHHbIX HacTpoek. Haxmute
KHornky BoccTaHOBUTb 1 COXpaHeHHble B hainine pe3epBHOW Konuu napameTpbl 6yayT ckonMpoBaHbl B
MOOEM W MPUMEHEHBI.

4.7. YcTaHOBKa 1 U3MeHeHuMe napons ans Bxoga B web-uHrepdenc mogema

lMaponbe — ycrnoBHOe CNOBO unNu Habop 3HAKOB, NMPeAHa3HAYEeHHbIV ANS NOATBEPKAEHWUS JIMYHOCTU
nonb3oBatens. B BbluMCMTENBHBIX CUCTEMax KOMOWMHaLMA «MMS MOMb30BaTenss — Maposiby»
ncnonb3yeTcs AN yooCTOBEPEHUsI NONb3oBaTeNs.

4.7.1. Bongute B MeHio HacTtpomkm n Bbibepute Bknagky «W3meHeHue napons» B pa3gene
«Cuctema» (PucyHok A26).

Pycckmit v | Cnpaska
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VH®OPMAUA 06 yCTpoiicTse CTPO4HbIE ¥ NPONMCHbIE GYKBbI, LMMPS! # CUMBONSI; M NAONs COBNARAET C MMEHeM NOMb30BaTeNA 8 NPAMOM
WU OOPETHOM HanucaHnn
Hacrpoiikn Moaudmxaumit OB5blyHbIA NAPONb: ANKKA Napons 6-10 CUMEONOB, BKNKONAET KOMOMHALIMK MUHUMYM 2 TUNOB CUMBONOE

(3arnagHsie ¥ CTPOuHsie GykBsl, UMDPLI M CHMEONSI)

DHCP Hapexxbii napons: AnuHa napons Sonsiwe 10 cMMBONO0S, Napont COAEPXMT ABa THUNa CHMBONOB: CTPOYHLIE U
®aiin hosts nponucHble GyKEbI, UMMPS! ¥ CUMBONSI; UK ANMHA NapONs He MeHee 6 CYMBONOB, Naponb COREPXMT TPU TNa
SbILLEONNCAHHSIX CHME0N0B

Watchcat KonuuecTso NOsTOPALMXCA GyKs, UMD U CUMBONOB 8 HaAEXHOM napone - He Gonee 1/3. KonuyecTso
= NOETOPAIWMXCA Oyks, UMdp ¥ Cum30Nn08 B 00LIMHOM Nnapone - He Sonee 2/3. Hanpumep, & napone “11aaa”
¥ ¥ BOCC NOBTOPAKTCA 2 CUMBONA, KOrAa ANWHA BCEro Napona - 5 CuMsonoe
# TpebosaTs BX0Aa B CUCTEMY
> Wamenenye napons s i y
CBpoC HAacTpoex VIMA nonk302aTens 4 Naponk Mo yMonyaxuio - admin

Mepesarpya«a BHumanve: Ecnu Bol 3a0binu naponk, cOpOCsTe HACTPOMKK YCTPONCTEA ¥ UCNONL3YHTE NAPonb N0 YMONYaHMIO.

HacTpoiiku oGHoaneHus

ObHoBUTL

PucyHok A26 — BkntoyeHne dyHKLuun aBTopu3aumm B web-nHtepderice

4.7.2. Ona 3sawmnTel web-uHTepderica OT HeCaHKUMOHMPOBAHHOTO BXOAAd, YCTAHOBUTE «rarouyky»
Bo3ne onuun TpeboBaTb BxoAa B cUcTeMy.

4.7.3. Ona Bxoga B web-uHTepcenc mogema Heobxoammo OypeT BBECTM MMSI NMonb3oBaTens U
naponb. [lo ymonyaHuioo mms nonb3oBatensi admin, naponb admin. [JaHHbIN naponb sBnAeTCs
HeHaaeXHbIM 1 NPy NepPBON BO3MOXHOCTU €ro HY>KHO U3MEHWTb Ha 6onee HageXHbIW.

4.7.4. YTOObl M3MEHWUTb Naposib, UCMOMb3yeMbl MO YMOMYaHuio, Bongute B MeHio HacTtpowkn u
BbliGepuTe Bknagky «M3meHeHue naponsi» B pa3gene «Cuctemar» (PucyHok A27)

4.7.5. Beegute Tekywmin naponb (N0 yMonyaHuo naporb admin) M HOBbIM Naponb B
cooTBeTCTBYIOWME CTPokU. Web-uHTepdenc mogema npoBeput ypoBEeHb HAOEXHOCTb HOBOrO Mapons.
BeBeauTe HOBLIV Naponb ele pa3 B CTPOKe MOATBEPXKAEHUS Mapons U HaxmuTe KHorky NMpuMeHnTb.
HanbHenwnn Bxoa B web-nHTepderic 6yget BO3MOXEH TOMBKO MO HOBOMY Naporio.
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Pycckmit v | Cnpaska admin Bsixog

g@ HUAWEI [ MegaFon 4G-LTE il 4
[ ——]
MmasHan ? X Cratucruka SMS KoHTakTbl USSD Moaudukauumn ﬂ'm Ewe

KommyTupyemoe coegunenne

WU3meHeHue naponsa

BeszonacHocTe 0
<Ticrewa o> [

HewxagexHslit Napons: ANWHa Napons Mexee 6 CHMEONOB, NapONs COAGPXMT TONLKO OQH TUN CUMBONOB:

VH(DOPMALWA 05 yCTpOiCTEe CTPOYHBIE ¥ NPONUCHBIE GyKBsl, LUMPS! ¥ CUMBONSI; UMK NaPONs COBNAAAET C UMEHEM NONL30BATeNA 8 NPAMOM
wnu OGDBTHDM Hanucasum

HacTpoiiku Moguduxkaumit OBbiuHbI Napons: AnuHa napons 6-10 cuMBoN0B, BrNKYaeT GuHaunm yM 2 TUNOB CUMBONOB

DHCP (3arnasHsie 1 CTPOdHsIe BykBsl, UNPLI 1 CHMEONS).

H Hapexwsiii Napons: AnuHa Napona Gonsiwe 10 CUMBONOS, Napons COAEPXUT ABA THNA CHMBONOB: CTPOUHLIE ¥

®aiin hosts nponucHsle Gykebl, UMDPsI ¥ CUMBONLI; UMK ANMKA NAPONA He MeHee 6 CHMBONOB, Napons COREPXHUT TPX THNa
SLILEONNCAHHSIX CHMB0MI0B

Watchcat KonuyecTso NoETOPAKLIMXCA Oyxe, undp v CUMBOMOE B HAAEXHOM napone - e Gonee 1/3. KonuyecTso
NOBTOPAIOWNXCA Byks, unp ¥ CMa0nos 8 oObMHOM napone - He Gonee 2/3. Hanpumep, & napone "11aaa”

A7 " NOBTOPAIOTCA 2 CUMBONA, KOTAa ANWHA BCEro Napona - 5 cumMsonos.

W N
> Uamenenme napons Texyupew napan
CBpoC HacTpoex Hosbi napons:
Mepesarpyaa HanexHoCTs napons

o MogrsepxaeHne napona
HacTpoiikv 0GHoBNeHUA

O6HOBUTH rocne Bx0Aa B CCTEMY He HanoOMUHaTs VIMA nons308aTeNs ¥ Naponk N0 yMON4aHio
0 HU3KOM HAAEXHOCTH Napona - admin
« TpeSosars BX0AA B CUCTEMY Bxumanue: Ecnu Bol 3abbinu napons,

cOpoceTe HACTPOMKM YCTPOWHCTEE M
MCNONb3YiiTe NApONk NO YMONYaHMIO.

| MpumeHuTs |

PucyHok A27 — lameHeHre napons NCnonb3yeMoro no yMOM4YaHuio

4.7.6. Ecnn nonb3oBaTenb MCNOMb3yeT HeHaAeXHbI naponb, web-nHTepdenc ycrponctesa byget

nocne KaXgoro Bxofa B CUCTEMY HaMOMMUHATb EMY O HU3KOW HaaeXHOCTU napons. MNonb3oBaTens MOXeT
OTKIMIOYUTb 3TO HAMOMWHAHWE, YCTAHOBMB «rafiouky» BO3Me COOTBETCTBYIOLWEN onumn. Ons OTKNoYeHUs
aBTOpM3auuMM npu Bxode B Web-uHTepdenc, cCHUMmTe «ranodky» Bosne onuum TpeboBaTb Bxoaa B

cncrtemy. Haxmute KHOMMKY anIMeHVITb, 4YTOObI HaCTpOVIKM Obinn COXpPaHeHbl 1 BCTYNUInN B CUIy.

4.8. MNepe3arpy3ka mogema
B cnyyasix, koraa mogeM ouanyeckn HedOCTyNeH (HaxoouTcs B APYroM MOMELLEHMU, pasMeELLEH Ha

poyTepe B repM060Kce adHTEeHHbl, NnoJib3oBaTeslb 3axoauT B Web-VIHTepd)eVIC, NCnosib3ysaA NpPOTOKOJIbI

yAaneHHoro 4ocTtyna v T.M.) nponsseanTe NporpamMmmHyto nepesarpysky yCcTponcTsa.
4.8.1. Bongute B MeHio HacTponku n Bbibepute Bknagky «lMepesarpyska» B pasgene «Cuctemar
(PvcyHok A28).

4.8.2. Haxmute kHonky lMepesarpyska ansg nporpaMMHON nepesarpysku Mogema.

Pyccxuit v | Cnpaska

S’é HUAWEI [ MegaFon 4G-LTE il 11

———]
maBHas ? A CratucTuka SMS KoHTakTb! USSD Moaudumkauum "ﬂm Ewe

KommyTupyemoe coeaunenne O

Mepes3arpyska

BesonacHocTb ()

< TCuciema _U> HaXMUTE KHOMKY HWXe, YTODbI Nepesarpy3uTs YCTPOHCTBO.
WHdopmaums o6 ycTpoiicTee
HacTpoiikn mogudukaumit
DHCP Nepesarpy3ka
@aiin hosts - -
Watchcat

F w

WameHeHue napona
Copoc HacTpoex

HacTpoiiku 0BHoBNeHNA

ObHOoBUTL

PucyHok A28 — lNporpammHasi nepesarpyska Mogema
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4.9. OH-nanH o6HOBMNEeHUe NporpaMmMHOro obecneyeHus

Pa3pabotunkn nporpammHoro obecneveHnst NOCTOSIHHO COBEPLUEHCTBYIOT CBOW NpPOAYKT, Aobasnss
HoBble (pyHKUMK, pewas npobnembl COBMECTMUMOCTW W UCMPaBRAs KpUTUYECKME YS3BMMOCTM.
CBoeBpemeHHOe 06HOBMEHWE NporpamMmMHOro obecnevyeHns Mogema rapaHTMpyeT, YTO Bbl UCMONb3yeTe
Hanbornee akTyanbHy Bepcuio 6e3 OLWMBOK U YA3BMMOCTEN.

4.9.1. Bongute B meHio Hactponkn n Bbibepute Bknagky «HacTpomMku oGHOBReHUs» B pasgene
«Cuctema» (PucyHok A29).

4.9.2. TpousBeamTe HacTpoOWkM OOHOBMEHWs. PekomeHOyem OCTaBWTb HACTPOWKM OOHOBMEHMS,
YCTaHOBIIEHHbIE MO YMOMYaHWIo. YCTPOMUCTBO, BbIXOASA B CETb VIHTEpHET, OTCnexnBaeT Hannyine HOBOro
nporpammHoro obecneyeHns n, obHapyxnMB HOBYHO BEpCUO, OBHOBUTCA B aBTOMAaTUYECKOM pexume.
OpHako pekomeHAyeTCs OTKMYUTb aBTOMaTUYECKYI0 YCTaHOBKY KPUTUYECKMX OBHOBMEHWI, Tak Kak 370
MOXET NOBMUATL Ha paboTy CUCTEMbI MOAEMA B LIENOM.

Pycckmit v | Cnpaska

&2 Huawel T ———

————
asHas ? § 3 CratucTuka SMS KoHTakTbl USSD Moaudukauum 'ﬂm Ewe

KommyTupyemoe coeauxenne O

HacTponku o6HOBNEHUS

BesonacHocTb ()

<Lucrema ) HacTpoitkn 0BHoBNeHUs: ® BrniounTs ) BuIKNIOYMTS

= BeinonHexne oGHosneHus Gea 8xoaa B cUCTeMy.
VIHOpMaLmA 06 ycTpoiicTee A v

) s HacTpoiiku BaxHbIX BrniounTs @ BolkniouuTs
HacTpoiiki MogudukaLmit 0BGHOBNEHMH

DHCP ABTOMATHYECKaR YCTaHOBKA KPUTUYECKM BaKHbIX 0GHOBNEHMIA.

@aiin hosts
Watchcat

; ¥ BOCC

WamexeHue napona
COpoc HacTpoex
Mepesarpyska

ObHoBUTE

PucyHok A29 — HacTponku oH-nanH 06GHOBMEHUSI NPOLUMBKN MOAEMa

4.10 lokanbHOe OOHOBNEeHne Mmogema

Pycckuid v | Cnpaska

§"é HUAWEI [ MegaFon 4G-LTE il $3

e |
asHas 7 X CratucTuka SMS KoHTakTbl USSD Moaudumkauumn W Ewe

KommyTupyemoe coegunenne O

JlokanbHoe obHOBNEHue

bBezonacHocTb ()]

Cucrema ()

| BuiBepute chaitn | ®aitn He sbibpaH
<O°"°B""’ > He 3akpblgaliTe Spay3ep i He OTKIKYANTE YCTPOICTEO & NPOLECCe OGHOBNEHMS

B x0ae 0GHOBNEHUA MOXET EPEMEHHO NPEPBAaTLCR CETeB0E COSAMHEHME. YCTPOICTE0 Nepesarpy3uTca nocne
3asepLueHna 00HOBNeHUR

OGHOBNTL

PucyHok A30 — JlokanbHoe 0GHOBIEHNE NPOLUMBKU MOAEMA
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Ecnu no kakmm-To mpuymMHam mMogeMm He MOXeT ObiTb OOHOBMEH OH-nawH, NMbo MOSBMITOCH HOBOE
OGHOBIIEHNE, OTHOCALLEEeCS K KPWUTMYECKUM, Mpou3BeguTe nokaribHoe OOBHOBMEHWE NpPOrpamMmMHOro
obecneyeHnss mogemMa. HactosiTenbHO peKOMeHAYyeTCA COXpPaHWTb pe3epBHY Konuio paboyen Bepcuu
NPOLUMBKM CornacHo n. 4.6. HacToswero NpunoxeHus.

4.10.1. BulbepuTe pasgen «O6HoBUTBL» Bolasi B MeHto Hactponkn (PucyHok A30).

4.10.2. Haxmute kHonky Bbl6epuTte dann. Hangute gupekropuio, B KOTopon Bbin coxpaHeH dain
OGHOBIEHNSA Y, BbIAENWB €ro, HaxmunTe kHonky OTKpbITb. Psgom ¢ kHonkon BeibepuTe chann, nossutcs
umsa gavina ¢ obHoBneHvem. Haxmute kHonky OOGHOBUTbL, 4TOObI Hayancs npouecc OGHOBMEHWS
nporpaMmmHoro obecneyeHns mogema.

BaxHo! He 3akpbiBante 6pay3ep ¢ web-uHTepdericom ycTtponctBa M He OTKN4YanWTe MOAEM B
npouecce obHoBneHus. Nocne 3aBepLueHns obHOBNEHMS ModeM ByaeT nepesarpyxeH.



